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Use of Presence and Location Information 
Concerning Wireless Subscribers *or Instant 
; Messaging and Mobii^ Commerce 



I " BSTRODUCllON 



v.- ; [0001] 

u.\; r ':'i : 1 More particularly, the pitis^:iiiy^^0Q,i6l^tQs' Id enablement of instant messaging and, »\>v ' 
y, ]qcatian-ba$e<J . . ; . V v 

h ; >i : , Vl v i-\'i(W62J v '' ; :Tlicrc. are two major tedmical fields that :^e : A<^;^1osrvo. growth ovt^t&v :p ; > ^ : V ; ; • 
%h/r* ; ■ / V past few years: the first is wireless wmthumcatioiis 'an& & seobrui is use of data seryicjes, f(y;fl. r ; .:; t : ; 

: . • patdcuiariy Ae Interr^^^ has been astounding* ■ V l p '):■;■ 'j NvS. 



v- Twenty years ago, there was virtually no use of jwireless commupiqatioiis devices such as 
\ cellular phonos; In contrast, the madcet peaakration for wireless devices in the in ; r 



i. ^ .of th| 1M ieclmblGg^ each IM;u^s i^d^ 

: : are present on tjie network. "^thoi^ - : v:v-,' 
.c. V.v". internet ewmnitir^^ reworks are tpfce irit^raW 

\ 'phradm^ easy to establish cbropr^ ■■ . : .j -- : ''?>'\X:^d ■. '/US : ' : •' 

|00&f) Hius, what is needed is an infrastructure technology to enable mobile M services; . -. y \: \\ 

[00G5J Another potential benefit of the integration of wireless networks with fixed IP ; > i : j t Vv 
networks, such as the Internet, is mobile commerce (also referred to as m^ommercc). , {; : ; 
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' Thus far» mobile commerce has been severely limited. To date, mobile commerce has 

v *. ] typically been subscriber-initiated, with the subscriber using a handset to locate a product 
-X avv or sjetvice. This appmar.b J? wni^eat impleme^itations, wfecro the subscriber 

/ • 7 : * broaffly5uccQ8sfulthis paradigm needs to be inverted. This inversion occurs because 

; ]• ;/';'• ^ ^ 

^^■:l^^' : r : -^ ?'**wWow shopping." Merchants should have the ability to initiate promotions r on a 
T V ; S K' - 

'T V ?[0006] " In the next three years, the number of nfoo^^^ to grow 

i\ V'T j^Dx? froin almost zero to more than 18,00OW 

90, s ? £ ^ ^ ^S^i? mobite ^ model ofbi-tae^ag^ ; 

■fM$i&$W, :^>^?P^ ; ^- «i^the demands bfah<m^ retail A ; - >. : > J^-^ 

^^^$r^ information can be sold (on a peffiiissjon^ricnted ■'; 

baais) to fmns ^ inforai^on, would be an apSrasn^ou^a^a&e 

H^^i^%4H WPG?] V ; Thus;M 

: VVrVV-'^. :T ^ ^Regwdless of theiV 

" \ (MPC), which routes emergency 911;'yoicc callsand their ^sociated locMoninfomiation : 
to the local Public Saie^ Access Foint (PSAP). , The PDE also has an interface to a 
Location Proxy SejvwQLP^ v\ 
. emergency third parties outside the wireless netwoik. 
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[0010] There is a trend in tho industry to combine the MPC and the LPS into a single 
platform: both systems route voice calls with embedded location information to third 

v ; ;, 

and the MPC and LPS should be decoupled Whereas the MPC performs the proved ■ ■ ■( . v : 
; „ v stable fiinodon of routing emergency calls to the TSAP, the LPS is exriected to evolve ; 
" ■ : ; rapidly to accommodate the massive demands of Internet-based businesses and services. '. 
> ; tedi^ ' : A 

■ / ? : ; ^ wrnchsho^ / ^; 

voit^ c^^yen MPG tecrlnology. In Ihe same^way that Home Location Register ? ; - - - r ? ^ ' >, *f v 
■y^:r : ; ;.- v : {y ; v' : (HLRs) have been decoupled from MSCs ^ allowing intelligence" to be decoupled from : ' 'p p- p H C;\ * 
>;-£>^ ^a&wedtoe^ 



commence solutions fox wireless handsets to c«iaam»rdcate 




];*V,Ac^^ 

; tectiorially searriless system. This intejprar^ 1 .c.s ; : 

Mobile comrr^ '\y^ ' ;-y' 

■' wireless provider's network. ."" ; ; '\; 'v v:; /.-' " ;; : "v, v-^-\,'.-a :V : :.:'.'; ■ ■ 

[0014] Alternatively, a firrtte^ : 

determination, location detenninatiori/lhtf^ • • '•; 



WO 02/065250 FCTAJS02AM533 



centralized gateway that maybe attached to the networks of a large number of wireless 

provides* - /: .v ■'"'* •. • ' **■ 



.-: [ [0015] The gateway amngeraeet accOrdir}g to this aspect of fee invention facilitates a 

i '■ v business model that represents a step forward from todays practices, in which individual 
H I wireless carriers are entering into bi-lateral agreements with specific internet content . 
; fi- providers. Tlie M3M gateway generates r^ 

.".vf'tnnB information about wireless subscribers in order to conduct m-commerce lor brier , 
■ ; chanced miwsa^^ s^ices/ c The gateway may then share the revenue generated through 



;j^r^^^ aje't^dru^ no risks try te ; wire!e^ ; /: ^ -5 #-X- :> 

is'tte'erlaijling^ ^X--X 




: ;^pre«sly consented to. 



vly - : ' --'V^-mea^ .. : ^X : )> ■ 

-V jQOW] ; It is an object of th^ present kvenrion to j^covide integration, for one or more^ , X' r r ;''. : 7/\ 

wireless ne^crks, of r^es^(^ tnformaUo^ . . :: :; 

■ mobile commerce.. V" • : \ /". "<■ : : 'V.V; \l* I. ■ ; : ;: -' 
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[0020] It is another object of the present invention to provide rntegratjnn of Instant 
Messaging and mobile commerce as a central gateway servicing the needs of multiple 
wireless networicB. ; 

, [0021] Jt is yet another object offee present invention to provide inte^ation of mstant 
- v ; Messaging and mobile coinmerce as a dedicated system 
;v simjic wwless netwoik* . '■ ' 

(0022J It is still another object of the present invention to enable merchant initiated mobile y 
i - ^ commerce by integrating information about wireless subscribers* location, presence; and • / 

,/^y ; rmvacycboices/^; ; ; ; \ ■ ' ' ' . ;V '; ' ; 

(0023] Additional objects and advantages of (he present invention will be apparent in the 
c ;i'fbQowmg detailed dc^ription read in co^ drawing figures. 

^ k V&^ \. ' ; { : : BRIEF Dl^C^^'lON O^^PRA^WGS . , . - ^ : ?> 
[00241 : Fig. 1 illustrates a block diagram view of the architecture of a PHM system :'\ . 
•} according to the present invention. ' ; \ /.* '\ V/. ^ 

[0025j ; Fig. 2 ilhistato via the PLJM system of toe present mvCTjagrj - : 

; [00^^ jKOccssfOT *|' ^ 

[0029] j ; "Fig, 6 illustrates ^up^tng 

[00301 v Fig. 7 iUlMtrlfe a eaarrief Sj^lfic BUM • ^? ! : { ^ V 

[0031] Fig. 8 illustrates a PLIM system mrplemented as a centralized gateway; v 

[00321 Figs. 9 and 10 illustrate a system for network optimization and performance > 
measurement, accordingto a further cmlx>^ 
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DETAILED DESCRIPTION OF THE INVENTION : 
- [0033] ' One embodiment of fee present invention is a computing platform that facilitates 
•' : '>;:V.;t-'. - mmmimf cgitions for wireless subscribers of a wireless aetwork. /Hie computing platform - 
"V v: % 1^ includes a presence module that ™aititfling data COTcenung network presence of the . • . ^ 

- ; ; wireless mibscribofa, as well as a location proxy module that mmtaina location data 
:v- v / \ V f concerning physical locatiori of the wireless subscribes. It also includes an instant ^ \ 

* y -\y 7 dateco^etnmg network presence: To enable mobile commerce; \ 

? ? ■ " mcludes * campaign manager mc^ule connected to provide 

, " .V-Y-- ^ : commercial message transmission to brie or more of the wireless subscribers selected 1 f ; ^ 
rf-^^h-f^ based bi- the data cpricamng network presence andtheoW&^ 

setttogs ^ individual ones of the .wir^ess^snbsc^ 

^ The data penbo^ssion settirJigs bi" tiie jmvacy dat^ase;are"usci as afintfi^^ 
•£ ? &'*'<0&\' A-V - fW^ isftteiei &i to be nroviHed commercial messaee transmissioii^'^^ 3r v 




y^ii:^^ ^d for facDitatnig inst^ ; rnye^j^g and'inobile" 

v^'v4 :^16het«rork gateway includes a pre^enci module thit mamtains 6^ : Smcisaang network ;\ Vf: r 



;subsmb^ utili^ 

the network gateway furtlxer incJu^esiac^ 



based ou the data coucOTin^rjetwadi : presence and the data concerning physical location. 
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[0037} v The pr&Mitnt invention also encompasses process embodiment* for the conduct of 
mobile winmerce. Cfo 

^provedmercl^ ^'v-V 

. VcriJ^ '"■ ^- ; ' 

to access ^ requested infoxxnation. tho process further includes obtaining current '^. 'J-y 
••• location infoi^tioh conceniing the mobile subscriber from position determining ' 

• equipment a wireless network, and providing the subserib^ * 

location^ 

(0038) ^ location Instant messaging and Mobile commerce (PL*M) - \ i' '/ V^s^ 

>y ca^ili^ v>£ : rV % >?; >£:V 

y y-^pljc^^ smn^ of re^u^ > a \y> 

^ Z'^^&dc^ 

v;v- •^y> : y^$y^ v#3>- v " ':';? ■ <?\zs--:ii ■ ; > :'<&';'■'■■ ; ; £ ^V-^^ 
■ agreements wimita^ .r - v ^ ; ^ V/^;- v f >^ 

[0041] ^mao^itio^ ^ f • <l ' ! '-V 

network, allows^ V ^ . V 

"one stop shop" so mat merchants, customers, and network operators can establish a V } 
business reMonsMpwitli a s^ 
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10042) A PUM system according to the present invention offers significant additional . ' 
advantages to wireless carriers in terms of network optimization and performance 

func^emmoree^ Y ; 



attempts. Similarly, the TLBVl system can signal the Positioning Determining Equipment . : ' 
^coi a siib^ribec has it^tciiDdk a diiTei^nltuarkeC, allowing the equipment to rapidly ^y : \ 
^iocate'* the subsenber^^^ .. " ^ : ; / . "V ; -rfV^:"-:-; 

[D043J .I^p : 
: that snb^ 

service, Subscriber irtformatfon is 'fiiw^^'if^de the carrier's nctwrork^ ot inside ah; v, ^ i- ■ 
\ , c^tr^ii^^ S^hscnber infiKnoiatioa is not (; 'J 

prwded^ta Subscribers have fhe^Iity.to* v* : >> 

establish ahd change their remissions ^d ^ easily and frequently using both - ' 



w : ': PC wireless intxar^ r ? < •"• ^ 



H^{^vh^^ 

. • [0045] ^^^norj^^leperit of ^system att^ to, the pr^ent iny^tion is the location }■ ■ 5 _^^S ~; " '• 
J. : ; - - pWty;eqm^ ppE£'&vaj$ and other external «itiiies imder- c>: 
.* .; 'inventioiv^^the^ T1ie'E&£^^ 



[00461 Another; element of afsystean according to the presCTtinventipn is ie mobile; ^ 5: S ; 

commerce Campaign Manager 118. The Campaign Manager 11 8 aUows wireless carriers^ 
[ to antomaticaily deliver targeted messages and eKXrtrpons on beta ^ 

merchants. ■ - ' r < ' ■ ' >': '. : = : 



-8- 



WO 02/065250 



PCT/US02/04533 



[0047] Each of these elements 112, 114,116, 118 rosy he iTnplcmottBd on separate 
servers, but need not be to prai£c«^ 

Server 113, the Location Proxy Server 114, the M Server 116, and the Campaign 
Manager 118 may be implemented as software modules that may execute on separate v 
physical machines, or on a single physical machine, at a common location, or remotely 
from one another, depending on operational convemence.. In other words, these elements 
of the present invention are not dependent on the specifics of hardware implememation to : 
provide me functions that make die present invention iisefol, . > ■ 

[QMS] The integrated I^ence Se^eHi^^ present invention, determines " 

the network presence ofVwilrdes& subscriber or IM user. The Presence Server 112 - • 
determines if a mobile; C-pt&xw'te -jnolule - dOT» ib.-'GN or OFF. It also determines if ~ 
an Wemet-tased'BNl user is ONtb^E mO¥FU^^!^^ms^ Server 1 12 makes r "^ 'x • 



10045]; The ife^lestiisc of the Pn^^ :%\ ^t; 

; > .-C^Cli2ewise; WAP 55^9^^^ 



^"puddy list isb<i<»ning & yaluabla ap^catira in its pwn-njj^i^ 

[iHJ5iJ invention does muc^mbre flf^^./v;^ 

• pqw^tHe ^Su^Iist. ;; rtenables^e^^ many^: . 



w^ Wbe onUne^a^ individuals may carry scleral different wireless devices Presence 
• management allows subscribers to direct calls, messages, and data traffic to particular ' 
; devices. Presence management extends w;cll beyond ON or OFF ^lfo^nation^subscribers 
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cor _ 



inforrnau^ to be presented <l^^ 

forcoAvorkersbuTON-avatt^ - ' ' 

thewcek. ' -.^ >A'v^ -f :Vv%W-> : -^ v"^ . • : ; •' ".. . '.- ; ■"' '■ ' ,-, 

{06S2] preset iiifoiitttion is aiso Refill internally for the'whTdcss network to /; / ' " ■ • " ,v 

streamline cipWionsV^exm^^ 
- ■■ 134. The SMSC 134 does not^ 

employ a co^le^ii^^ 

messaparedeliveredsucces^i^ ' ; '. \ . 

• ■ : ;iriver« ^ to ^ 



; •'. devices 



The Presrace Server . . ., ^ , 



^'^lpt4>rT^ 

■ "Xi^ie^l&e^^ 

, • - ^ iia particular saber's phone is ON or OFF before attempting to send i targeted; •. . %; : S -|/ ' 
' ^^^j^leeornxnercl^ 

. r'ianextenMcntity^ 

vl-tb^inlbrmar^ 
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[0056J Tho Presence Server also connnnnicates with the Position Determining Equipment 
(PDE), Home Location Register (Hill), Short Message Service Center (SMSQ, and WAP 
gateway network elements in each of the wireless netwoxlcs to which the HJM system is 
connected ThePDBrnJayqn 

' subscriber is operating, The Presence Server may extract wireless presence information ; 



:> from toe HLR. 

short message lo determine of the recipients mobUb jphoiK is ON/ The Presence Server ; r 

provides wireless presence inlbrmadon tb WAP-bascd IM clients for the ''mobile buddy . : ; ; > 

[1)057] In order for present be more useftl m ev^day life, network ^ W) <;} f-]- \? 

\r-V:iprescrice preferah^ j^ni more than simple ON or 0¥B infonmtioTi. Table! , y-u^ 

; rdfa sys^^acMriirig to&e P&*^ \y I \ ;// :/ -■ J * > ^' ■ ']^i-'S. v':S' 



mi 



■ WIRELESS DEVICE 




•.STATUS ^-S^' 




ore v^f'^:r7^^ 


Phoheis 03^ v 


: :CM^Av41able^|:^ 


Phoneis^^ 

xbnuiiiSe^^^^ V'-- * -. i'/- • • 




Phone is ON; but the subscriber is engaged in a voice : ^ 




Phone is GN^rM^uDscnber is ^ir^li^^AP instant i/y 




The phone is,ON.;^ 
:rnanu^ 




• ^'Not available/' >v * "/ '. ■'• ^ ?- : ->:.;. ■■ '.*"■ " /;/; u fy : 

. ■ Bm<^eiicyCtoly • : . • ^X;y>.. . ; J- ■ 

The siibscriber inay abo crefttc arbitrary status indfeators 
consisting o f alphanumeric characters. : . V. 



-11- 



WO 02/065250 



PCT/US02/04533 



[0058] Likewise with flic Internet, there are several variations of nctWork presence. The 
- ■ -[ : PliM system's Presence Server retrieves online presence^ from various IM servers (buddy 
'v - hst infonnation) and makes it available to w^less subscribers on the WAP M client 
V > »p 1 ; application. Table 2 illustrates the different types of Internet presence that are supported 
; ; ■ ; ; by a Presence Scsrvcr of a system acccurdingto present invention. ; : 



INTERNET STATUS 


INTERPRETATION . v ; 


-Offline 


Internet customer has not turned on, or logged into, the instant 
jnesGaj^inK client appKc^onoriher KJ< : - - 


Online r Available 


Internet customer has 
messaghi&cHentar^ 


Online - <i« defined 1 ^ 


Tie Internet ctistemer is'ruii|mgt!^ testant n^a^fig . ; ^ 
aj&Ucatioh and 'ioas^ec^;|^'of.te status indicators : >; 

> i . Extended .j .^y. ? v": : .. x'vr'-^/i-^-' 
i- DND'(d6 not disturb) 5 * "*k Z { v:- ' ;>'-^v'" \ : 




: " -^"^vailabltft* " 



';V; ; -'t^?|;v V: Wai^ shared among ? ; ^^|^' 

f-Z{ ■■ : IM clients worl^ ^vf 'Y^i 
A A ; -; 'A ' inessagir^andp^^ 
, ■], : most conimon Mprbtocols are^roseiHed 

(also owned and controlled by AOL). '• ' A>AA\AV^/;A \. 
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[0062] DeteininingM^ Some of 



♦Theund 

cuneirtrydonotri^ ^ ' " { ' ; 

%-^U^'- : ^^ • *> : Accuracy is lost when unplanned such as dead battery • / - : , 

l : &-.v.; H ■ ^y'-: or roaming into analog service areas;: * ^r^-V^^Y'-. ' s.y, ■ ■■. • 




'■-ir' '-r.^wAv^ he used in accordance wi& T : --t v 



iSlSI 





TECHNIQUE > <j '■:&?> ^ *h . 




! Dii^connectioiito ^ 


by TTT^ maiiufari^^ Both open an 
utilized to veto iwcM^ce. :'%-v^ * 


dproj^rietary qumes^to^. • 


S3 7 netwoAsQlution : i 


messages and comb^tibhs of messages tiiat infer presence, .v.. 



A- " : ;\ ■ bcation:infi>r^ ; 
ftisence Scrv^qii^es (polls) the HLRorSS7iiodcs wtoerd-W^^e isaedkd. to f ; 
V synchronous inbd^ thoI^prSS? nodes arc confij^ 
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/ to the Presence Servers bs. they occur. In synchronous mode, ^ficnl^pmsence 
irJbrjiadon is "stre^xned" into the Presence Server (this is a ^ush" mechanism). 
\ Vv [QOosj Iici4e5ttice Server supports priority settings that allow presew» updates to> 

' ; £ii >; ^oritizeii event processing system, flie POM system allows the w^ess carrier to fine , 

^ ; ^ [00661 ^ Eyei theWsoi^cated and proven techniques i^ot provide accurate presence 

S of at) improper netwo* detacln^ 

: ; J;!- sul^be^sharteiy "corner con^ciT shj^^ ; l 

d on claimed time aMotiier ^nditonsHb in^^ - X 




oftheipres^ is an^ei^s^ : 

Btf f El© ^ ^^-^^S^ 

•:4iS^ft; ^se^cian^^ ^P*^^$^^ ^ 

provide^ no subsCT^ is;crea^,^ /; 

• >■ f^eart invention d 

the wireless ne>o&and to t^ 

The LPS connects directly to a wireless camels Podtion Deteitniiiing Equipmednt (PDB) 
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and Mobile Poationwg Center(M3PC). Using the Network API, the LPS makes location 
infannation available for both "push" and "pull" access by the platforms and third parties 
that require location infonnatioiL Aawitb the other integrated services in the PIJM^,^ 



datable to ensure the / v ; ^ .; 

(007<)j ; • The PUM LPS is responsible for retrieving, fonnatfeig and processing, and V 1; " ; 
. deUveti^lc^at^ 

; arecertau^ -\ 'A 

iheptehand,^ 

/ - A- *- 5 : optiona^l^ network of outside it at a central ■ H - ^ ^ v-^ 

i".:'- -'/Wv ;: Vv^ \/AA" 

f r; v' [0071) ^Ifce^ retrie^^i^ r? 



: ;AC0W^ .'l^fll^ 



"160731 >^#ma^^ 

lira. nnnn^aniTh '.1 ft^af 'vntoirnati rm flu&ilflfile-'- s '£>M^*:»&<^w 



-iiotpri^^ 



some B^;^ii'i^^ 

■icurreiii^^ 



|0D74) } the U>S formats Jand processes loc^cm infom^ fte FP£ or 

- ^. other hetwoik;el^nicit into a fom acc^table'to;'^ 

/ formats afe w^in^Ke feim^F(t) latitude4on#tude ^f^r^;^ 
■ pix>babUity einroT <CBP^ (3) cityidca^^ U 

Language (GML) c6de In order to produce a final format -location ; X^PS--; V r * ■"-o^:J--=:^^Jt-_,- j >. 
..• converts diUaftomtte "J; 

sector ID into zip code). The wireless carrier must load network gw^phy data, such as ■ ^ 

BTS locations, into tlje IPS database, '•• ' /'/'V : " : - 7 • ' ■- '/ 

k -15- ■■/-"■'■ :V ■ ■ 
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[0075] -Ths LPS delivers location information to platforms outside tiie wireless network 
using the Network APL Location infx>nnanon can be provided in response to individual 
:quari^ ix it can be streamed continuously to the external platform^ The LPS also . 

> 'provides ^ to services inside the wireless network iiang TCP/IP \ 



[007<fl • < There are many scenarios \mder which the LPS provides iwWion;ia^ ; \-> 

; platforms mside ari^ to wireless ewer's network. The follp^iiJg examples > '^^•W' 
- ulustrate thc two most Domrnon scenarios: subscribex-iriitiated location-sensitive Web ; v , > 
^browshig, aid taerc^ commerce. . ';■;■>?:% V-v rr'^^wV^ .'^ i r '"'^: ' r ,- '-■ 





: ^jfofc^ the kbscribcr. 




: ;16c^njinfi^ 




^PjfwSy^ ,|Q^^33Stf vwhh prior too wl 
301 ih^subscWb^ 

syste^lJS 114 tt^^ si^y^awer ID ■ ^ 



" if current 



location information is not available, the US 114 queries 303 the PDE 130 to obtain it 
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Alternatively, the PDB 130 may already be configured to "stream" location updates into 
- the LPS 114. The LPS 114 provides 304 the subscriber's information to the merchant 320. 
-Ttem^el^ii^ provide personalized contest to the subscriber. * ; 

(0079) , Referring again to Fig. 1 a the LPS communicates with other components of the 
v ' PUM system platform as well as external network elements in the wireless network. t 

{0080] Within the PLIM system platform, the LPS oonununicatcs with the 1M Server, the 
Campaign Manageir r the Privacy Database, and the Network APL The 1M Server queries 
;i the IPS for bu^ to bo displayed in the '^mobile buddy list** The.:^:; 



the deUY^ The IPS queries the Privacy • y ^ 

. Database to ■ensure that the subscriber's permission has been received before Iproviding ■ v 



[6081] I the IPS also «mmrunicates with network elements in each wireless network it 
y Serviced, mcludihg the Position Determining Equipmeoi (PDE) 130, the Mobile 
v; ^Positioning Oa^'Q^^JSSi^e WAP Gateway 136, and other network elements; The; 



^SecnA-API utilising the JrS'fp-036 protocol; ;TOe LPS may recrive location 
l^jocatian^^ to the WAB Gateway^ wW in him ^ 

: : ^ ■ 'subscriber^ 1 ^& 

S the wireless nefavotfej such as the MSG or the HliE^ depending©!* fte equ^ment and '^0. 



configvu-ation. 



--'.i k y , 



[0082J \ Location iuform^dbn is made available ^- ; i^r^y^ ; exto^ users of the ?> 
... .A. a^orm^on^ Approved users rnij^t md^^ 

; mctnhants, e^obnmierc^ gaming > . ~ ■■ . 

conipain^s,andwJreiess 

"^puslT access by approved eternal users of the information. • ' : ' \ t - ; . ; 
(0083} fa a manner analogous to that described above concerning presence information, 
an approved user can also access location information by subscribing to it. The user sends . 
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a subscribe request to the LPS using the Network API. The subscribe request incluri^ (hp 
desired level of locatioii grairolarit^ 

- with of fee wireless device) The LPS also 

Tliis provides a user with a one-time location fetch capability* ^: £ I \.^'v^- ; . < • V 
■;:,w.::a- :: ^ ^ r ;-v',^,. '-v:. .. ■ •■ - J ^'^^,^V:k\ 

10084] 



/ices. .The featiires that have made ; i 



•^iecel^^1^a^;m^W^" hi'i^^F faipwin^ when biMe4' : at§' ontoe^d^ $ '/^ 



"'' '^^^9si^^ to 'crcate^and bapge baddy list^ iind ;^^U^iM'to^| * f 
aiming 

■ • •' clients are ^litmd for WAPasas but replied for SMS kli^^:^;*^to.gfii '. . ; ' 

•••• itself to ^uastaiiive activities. ..• ?^y-K ->'i ..\-'-\^ :y 



IS, 
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100871 It is vaptodto note.that the temvWAP isbcing used genetically to refer to any 
wireless Internet protocol, including HDML and any future wireless Intend protocols that 
may he dwdnrped. The «• «f «OT» wmp5ting f^bno'otf e>? ^ _ 

that for the purges of this patent wiil bercferred to genetically as WAP. For«can«)lc, . ' 
the Web intern can he delivered aa existing HTML hrtemel content for wireless devices 
aspr<^seobySipygla^ As a further example, the ; - . 

extent caribeprpcessed^ 

fits to'ateroplate '^to^ phones such as the^ , ; 



systetn ^pf^sedby Eyerypaft-cofa. 



: cominuriication process. 




^V'* ■ independent of *e client platform used by the wireless sitocnber. ; /' :,, ■ ^0:H^{}^ ■ r 

> [Oiwii : . For Internet 1M users, sending uiessag^ and bui^ ; ^ 

'• '"■ baddies" is as irirnpfo as creating a new entry in the buddy list jndfetlng fbe buddy's ; ; - " ,V ' \ ' ; .' 
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mobile name For example, if a buddy 3 s Internet name is gsteod, a new entry should be 
created called gstead-phone or gstead-pda The mobile buddy name is thai associated 
\\itb an Interact add^^ 

the Internet user, (hey are received at the M Seiy^ and routed to the wireless subscriber's ; 
device. IM cheats are enhanced to tadJe^bom Inteffiet and mobile status for each; . 
buddy, ehmmating the need to create separate entries for mobile buddies* 

[0091] A Web client and a <^wioai4able WMows^ lM client are provided for use oh > " 
desktop computers. The Web client is accesable virs^d^ Web bro>Y5CT, provides M ^ 



;i ^ ^ asAtmgs apply;; r^- v; ^ 

' :- to thej two-Way cfient t ?Th^ Wndows^ client is jsub^antially identical to the Web ^o' v'.;';^^; 

'{0092] olyViw^ yV^i'^'V 



&ami€^ 

^wb&^s'^ SSpyeiy of an. bstant^iu^^ : 'tp' fc'^h ^ V . ^•^^v y feS; 

v i : \ '.' - viWlcss ^scrib^ is provided, as is automatic retry of instant message delivery;- When '."; 

retry fails, the instant message is automatically ro-routed to an appropriate email address; ? ' : ;: ; y 
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replies, saving the subscriber the time jreqidred to enter an alphanumeric message on me 
keypad (examples include: Invitation to chat, Invitation to voice call, Yes, No, Why?, 



[0094] Tfe IM clients provide a i 

- Usts and group lists. These tmicdbiis^ ofW and me Windows^ 

/" client, and partially by the WAP cHc^ but they are not ay^ using two-way SMS. 
Table 4 summarizes the 1 







DESCRIPTION. : ; 


FUNCTION 
Affei Buddy 


AVAILABILITY > 
WA?clie^Web>^: 
client; ahd,v-;J;/'^ ^; 
Windows^* client 


- ♦ - Eater mtcrnet emad.addrcss and 1M > -\ 
?V!£Enter mobile; IM"'adaress;or J ; 


■ ' ■ '? ''. ■'.*.. ■ 




^^wireless. carrier) V"^; 

? •^Optional: request pcrrmssicn to recave ■ . 

V b»Ws loeMon iru^rriiation {if • : / 

ayafla^^ ^r^s^camer).. iv |- r 


Edit Buddy Info 

lillll 




♦ Reque^ pMsrrrus^ to iccttyc budidy's - : ) 
(if availaWe to I 






^ »^;;€an^ • 


Remove Buddy J o 


tedbT^iaic^t^ 


•^^Jte&wve Internet or wnricss,b]#iy ^fromirt 


B uddy List ; v ! 
; Display -.' 


WAP client, Web ^ 


'< 

v^.^bucla^^ ' 
V^#Fc£j^^ last;::^ 
VVtlfflfi ON Will be diiplaye<i '\,:r -r- ,y?^- : \x-. 
ff?r£fe^^ Information ^ 

# 1^ may be manually ; : . 
Queried (if it was requested and ' 
miho^fid at the time me buddy was , 

: . ; added) ■ " -.-.^ •< ' _ '[ 

• Last manually retrieved location will be 


1 ' ' 
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FUNCTION 


AVAILABILITY 


DESCRIPTION 1 
; : displayed fif authorized by buddy) j 

Buddy U$l Sort Options ^ ; ; 
# All online or CW buddies, followed by all 

,v Qn pints ox- \jrr uuuuivd . . 

■ • Alphabetic Drier . - 


Group Lists 
Display 


WAP client, Web; 
client, and .,; : 
Windows™ client 


; • Sort all group names alphabetically 
; • View member of one group sorted (i) 
';' / "; : alphabetically or (ii) all online or ON 
followed bvaH offline or OFF 


Search Buddy 

" List" 


Web client and 


^•-..Byname ]fi^ : *^"-. v ^ . 


Search IM Server 


Web client and, ; ; 
Window's' 1 * 1 client ■ 


By.iMwwfy^ t> r 'v/-^ > 

- ; . By interests''-' — •> ; \. : '-".v " 


Create Group 


Web client and • x-f 
Windp wsTM cHcnt ; J 


v*. r Cre^egroup as host . - :V- ^Vi/' v 

^.i^ine^ : 


Add Member to 1 

:J Git)Up ; ;. \.-,;^, 


Web client and s 
Wmdbws^ client 


;*>::/AM 

^,^1^ ■ 

• v^ : seivice;^ -.t-V : J. ; \ : •• ^ - y Xit'r'-^ % 'v ~y v - ' 
iiS;^^ ■■ . 

V^: ^.SCmcelte^ . 


^ : i from <^up - V ^ 




; >CWyflie:^ 
o S^hen^ 



' V- ; ' .elients:txi^^ establish her opt^^t;; . .V;-' 

Wirele^su&cr^ 

and to establish rules for sharing presence and location iriforrnanon, A sur^rib^ may • X 
update these settings rnariy times c«ch day, or they may never change. It is entirely up to 
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the subscriber to perform her personal presence jnanagement The Privacy Management 

Systran is an integrated component of fe PI^ \ ^ : 

" f '- ; -..-.- dirwflyfirom "•. y^- 

: ■ ^, ^ - [O096T TnelM Server cbmm^catK ^ : v >-v;^ 

*';■/. v pfotfonnas.^ /' ' ; ''-v. - • ; • ' 

>> ■ [0097] Withiii tliePL ^ ^ ^ 

V; Server, the Location Proxy Se*yer/me ^ the Network API The Hvf ;% : : 
& k :^ ■ ! Server queries tlibF^ 

S'v 'v that accurate ^bbile b WhcnanM\ ;;_,>;.■;"".; 

till; ^ y^?f*yj7Zy. 

• • ; i Server, which responds with me buddy's loc^bn iriforj^^ ITie INI Server queries the r-' rvV."-'^ 
1^-;^r'^; ; --V<": ; ■ ^/,vV^ f ^fe ^'--t^-v^-V ^ " : -> ! : K -'.. ; -." : .>.*-",-:t . -av:V ,j V v 
£ If S'ftif ' ' ; £ -.1 ; Privacy Datab^etb isnsirp tM buddy li^ ^i^its^ j^up; list add reqii^ and . > -A" > : y':§' : ^U 'iy 

^yyyy'y yy location^ >^ v 

^f£^"'i" y ;TM^Ser^^^l^and rrcrives insiak^ -.T^SM^ '.'V-- 



.. send Messages' e^iipons to the subscriber. ^mise ofm-cprnmcrce -: .> i; ■< ■/') 

rsyenius^^ Theaheniariye jf.!'^' 

waiting for the subscriber id initiate a trans^doni-dpe^'t take advantage of tfisinw^ 
buying opportunity and is built on unrealistic expectations of wireless device usage,-: ^y'y^y^yir^y 
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[00100] At IcMtfliitt models %m-*rrnimeee 

first model, the merchant crates a WAP-»ablcd Web dte wi^ contcal or shqjping -\ 

; V"?;-.^"^* . . ~; content or conduct a transaction.-'"];;- \. ^.f\ '^V-^'VrH^-/ > • ' ".' • 
^H'^'-"^ - • fOOlOiJ According to the see^ 

^CiAr' ^' ''• the wkeless subscri^ . v ^ 

S^^ l^; # \ account,, the merchant has^^in^m^ ^scritfer, including her mobile / ; / -^"y 

^^Si-'ri ' ^pimenambcr. Tte men^t dciifeS^cs flifij ^scrioef 's preaance or location . ■ y> > .- ; ; ^ 

^^^.^c^ infori^^ directly^ - . ' ■ {^'c 

^l;f^^ allsubscribS^ . ^I^. 

model) to 7^t7 "S^. 

7; ; >/. "Hif cp^bnS;^^ 'i^^ 
v-;"' \ ^ :- ; ' ; ' : >. ; s^ficil^^ 

' . •' . . , - doiiot Mve%<HM^ infr^tnjei^to deliver messages to Owsc customers; t};<;\} : ~\j -^a - ' 

pemu^sionsi and delivers messages or e-coupons to those subscribers only when certain", ■•; v. :;K 
a location, presence, and tiering criteria are met. < V'7?W7 :;: ;;'vV-/ ' T.-.' 
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[00105] The Campaign Manager is administered by the wireless carrier and is only 
\ *S. ? ; - * available to merchants who have entered into agreements with the carrier. The creation 
I-'- ^ y i'j. and execution of a campaign may be highly automated, or may be administered manually, 
; ; : ;y 'J<;y-. O depending on the desires of the wireless earner and the complexity of the campaign.; 

i ; ; .: ;/ fltoi$(5 V-A contact campaign is advantageously slructured to have the following elements: 
; ; ; 1:2 . . a campaign definition, campai|p^dimei^6ninjg, campaign execution, andcampaign! ; 

^^i^ [001071 v Ihe m^ 

k S ' ^ ■ : j- • >r/ ■ sales representative, canipaigri defection parameters, such as (i) tafget interest areas or a 
f^i^-r J'i;<'>HslWlmqwii mobile riimitennin^^^ orobiinpEij &b S^rt aAjj? find 

^0^l^;'^X^-^^^^ duration, of campai^ a&''(iv^ tatriggrc ' ; 

^ to a s^^lOT. StKih wnditioDs may inch^e ^ : v..- 

M ^S^v;^ Concerning cainpaigu d^en^onmg, flic; Campaigii M&ia^ queries the Prnwy < 




■^: : |001ipi Ai ^the'^nclimdnofto 



- v ■■' "5^' \- : indic^es,the^tbtal;^ 



(00111J 

calculations during th^^ A coxapaign niay target ai few as j 

: 10*000 or as many as 1 million or iuore subscribers. The Campaign Manage jnust , 
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, ^ monitor each of the subscribers throughout the duration of tlw campaign to 

7;.fV.Y:. the message delivery criteria have been triggered Some criteria are known beforehand, 
- /v 7^ interests. Other criteria, such as pr^ V 

' Eocatianposes a special complexity; since the cabs^er^s ; • ; ; 

V V A '; : ; 7 7 -v;;"" • > " 

\ 7 ; 100112) Merchants who wish to conduct a message campaign must work closely with the 
\ A . ^ . ;\\ * ■ i \ p ■; \y. " : *^>R^cless carrier to ;c^nfijgiuTe' the* campaign. The C^paign Manager provider , C 

^^^^oiCta^oe Onw^jbe Netwoik API Using this Jnteriace^r^ha^ i^' ;j 

; f ^ 7i { : drm^ and submit them to the wireless c^exfiw approval ar4 execi^ra/, 

W^^tM^^i .Tfes hi^ty^ appropriate for'sm P*i',$4 



7v 7 ; : -' :: ;; ;" * ;£ 7;-; v " 

5;^ '^7^:7^ > •'. :>777^ "^>7 : :; ; : ; . 

g-:X^;7"|j;Sr.^ element 7-7K'Si7 : 




* • : - v ^'7 ; : - r' : : y /vi&le|ano^e$ The Carj^paigii M^agcrjoffcrs a yiTcb mtorJabe 

. ■ 'V V; ■ ;f '. • • fbr creating, -4^ campaigns, 'The ^^.^i^f;ii'^i^4^y : ' ;"-V;' .v ■ • 



[00116] 

Center of any wireless nelwc^s it services: The Campaign Manager delivers messages to 
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subscribers via the SMSC. The Campaign Manager also receives message deftvay 
confirmations from the SMSC, wMch it uses when abating i^^ ; 

[OOllTJ The PUM system platform includes a powerful Privacy Management System ^. 

7 : : that safegu^ personal sub^ ^ > ' 
> ; v : Through a flesuble opt-m interface, the Privacy Management System allows wireless v 1 ... ; . ^ 

: . £ ■ -V >/ subscri^ their 'Svireless personas" so that services such as wireless ^ ;/ : Y > 

■■. ; ; ^ ; ^\^v"£. : \ -~V : '. " ■ ; 

; v : 400118] j^t as ^ the delivery of targeted^ timely, and personal ■:;>.'. ; ^ * v ^. 

external contacts. ■ Theftiv^M -V 
y-£y}0'^^ secure fotoase of ^ti^ber jdj^tifiei p^rsoni^ 

V; Py.?^;- ■ " | provided 1 - / •/ 

? ? V; i' ■ VSf^ modify their v^oM infer^oiL^;|^ ^4.1;; ^ 




If 4l3f^A-^ ■: - ; s^S^'^^il^^ Marjagek^t Si^^ st^ ; m ;£x^^ 

^^S? 14 -V ■ of the PUM syijft^y^ ^^^-^^0^ ^ ■ : > ; 

V / - : . - - partial in&fe^tf ariout its si&s^ers (Le^^ bfcr^ ' - / , ■ 



100121] The Privacy Management System allows a "supervisor mode" in which a 
subscriber's supervisor has the ability to control all aspects; of the subscriber's account* '• 
This feature is uscfbl for corporate wireless plans, Accowiingiy, there are three classes of 

' ... '«27- ■■ . * ' , .. 
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infonnatian collected and stored by the MvacyManagraicnt System: ©idaidty ' 
in&tnhatian, (ii) personal infonnation and interests, 

\ . ^ information. .. : : . . * • V- \ v- : "-\ ' ,' "r.-V 

[00122] • * Mv^y managemeirt info^ describes the rules under which private . 

r information can be distributed, and the conditions under which a subscriber is willing to ; 



receive a targeted message. Table 5 describes the basic dements of privacy nianagienTsnt / ,*> 
available in thePLM system, " ■ - ". ; ' yy'%:^'\ { '.' , 



PRIVACY CONTROLS 


OPTIONS : : % ■ • r.v-> - 


May we tell others that 
; your wireless device is 
XWttOFF^ 


•v. .^o.' ; ;;^;: ■?.; f-Vv^-M^^ 

. •;^Ycs,'ibut ; ^ily thd.p^e^ ; on v tfie <mdude lisp>^ i 
v ;» 1 Yes* di parties^ 

' Forthose patties for whom the answer is yes, which shall 
; v\;^we inic^te^ij^ec^ 'S'"'^ ; ; : 

QNi*QFF only, #-Y : v ; ; ■ ; ^ . :: ^^IS'v}^ : ^5; j : 
xt)fi:* stanas:of tfct^^ 


locanp^ltd witiu^ 10G '.■ 


>^Ye^:b : ui^^ 


May ;we tell ^others; what : 


•'•^'^'Y^^t^^^oily 

>y ; : : all approved parties on the 100 ? ;V : 

■ : ; : ;v ; ; . meter list^;;^ ^';Sv^ 

" ^'^--^autom^ 


May wc tell others what 
city you aire in? 

■ *."'"•* &" 


■ Vi&'onlytea ■ 
: , (amomatically includes all approved parties an the zip • ^: 
code and 100 meter lists); :' - ^ '■''.>! 
♦ Yes; all parties except those on the <exclude list> ^ 
(a^onikticaliy includes all approved p^cs on the zip ; 
code aiid 100 meter lists). . ^ 


Please indicate your IM 


For each IM service supported by the wireless carrier: . 
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PRIVACY CONTROLS 


OPTIONS 


prefermces.; v v 


m 


. Checkbox to indicate the subscriber has an account with 
the service; fbr each IM service checked by the subscriber:: 
o Provide IM address, serosa name, account number, J "= ■ , -\ 
b Indicate preference for day or ^xck; tinie of day ; - 
V Indicate preference 

o Indicate preference by send ID ^ : ;V * v 1 ■ / . 


Ait you wiling to 
receive messages from . 
outside parties? ; v 


• 

■ m 


Yes, but only the parties on ib^^cl^elisf^^ , , , ;\\ 
Yes, all p&fties except those on the <<^/$ ^: ^ 

. Yes, but only messages which are relev^it to aU of theV 
/follow by checl^xes): / * ; 


• ^. ' :< ^ V,"^ t > > - > ;■ - ■ v : 




^'Sr^cificm^ ;. : v/'v> J| 

Ocnci^. interjests^. b p -V> ; ^ : * 
6 Income ieveT< ?;'y£ ^ ' 
XEtoici level"; 

vo^Brrt^y^: : >• V' ■' > " 






6 "Genenii interests ; :v ! --:;-^ ^fe^VQf^' i&ff-ii 
; a -hlconielevel K;:;t/^i:5|^ 
o ; Buucation ievel . v-; ••• '■/:^^>- : -^^< ^y^^v^^/.-; 4 

^'cily i^ssages';^^-^relev^^to 

i;^;in^ea^ ' 






^^JSp^iicin^ 

. JbicdhW; level ii^i ^ : f^. ^^^S^S^^^ife 
'o :: 'B4ucMcilevei : ^t "^i^iS^ir^^^^Wv^Y 1 ^ 






Please Mcate ^ch ■ , 
time of the day you do 
not wish to receive . 
messages. 


* 




Please indicate which : 
days of the week you io 
not wish to receive 
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PRIVACY CONIKOLS 


OPTIONS 


messages, i- 




Is there a limit to the 
number of insUmi; - 
messages you arej. 2 V 
willing to receive? - v 


• Please check only one: v .v - 

0 Maximum messages per hour: (indicate quantity) 
0 Maximum messages per day: (indicate quantity) • - 


Is there a limit to the . ; 
number of promotional . 

messages you ire : 7V/V\^ 
willing to receive? V • / - 


* Please check only one: . . 'V<'^V : : • , .-• 
0 Maximum messages per noun (indicate number) . V; . 
0 Maximum messages per day: (mdicate quantity) ; 



n v to> may inelude (i)p . 

^ v . theibliowiite;^^ ^'i ft* vX;-"- 

: - The ^i^ri^^? • 

I ''- " ; statos indicators if desired. As aiipptional service to th© s^sra^er, : :;• ; ~ \ 

'-^v^i^ to ; subscHberi will use the ^b^er^e%f ' : EM^m:^!^. '!^^ ff^\ 

v ; fe v are d^amk^Dygei^ ';, : ^3 

' ' /^.^sQ^^ is uiiwillingto i^y^in^^^.^ . - > V : ^|J^r^7C; T ^ ^ : P ^ , ^ ■/? 

f00i2Q ^ The W^P interface to the Privacy fc^^geme^ proyidesthe same •• , | ^- ^' • *V 'Vf'V '• 

:< ; capa^ \ - ': ;/ 



; -30, . 



1 
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[00127] The Privacy Management System has a direct interface to the POM system's 

Privacy Database, as well as the ability to import data, via tlie System Management • * •. 
••; % 7v r "'. Module, from other databases inside the wireless carrier's network. The .following ~ - 

, , 3 ^ Illustration rrigjitfghts the Privacy Management System, Privacy Database, and System , v ; 

: r % !MimAgeme& 

- ; > ,[0012S] f Inforo^ is loaded directly into . ; 

; : ; ; '.the PUM ^em*s Privacy Database, The Privacy Database is accessed by all of the - ; -\ v V 
' ' V£ y^ilJ^^^^^s^ sendees, aidesenbed above. _ ' : y? * \,-?^ ■ I ^-{^y 

! "y ^: - i : '/££'V .to iTrqxik^ - ^ '■; : ? ' 
:y V-S y c ; ;y d^ro^tm^ 
:';v : j, ; ;•■ ■ : yr^ght elect -to im|>^'dj*ec^ 

' &f ■ to subscriber PMcor^ J r /^- ;Vy^ 

yyy ' ^uy;l\(^ top^o^^ 

y'y.?.. ■ "--^ j£ ;;,^ ; new^ tjr^S^^:^.^^/ yy -v-^'iy ;yi. y 'y- '^0y "^ r ^7fe-y^ y y I • ^ y Sy 

'^••v/ ' jirowl^i aatKfcriji^ extend 

v y^ ■ ^5^ff^^b^ ; fc" Secninge messages aiid £gr^^ witii "iwMess tie^6r|£ ; ;liese' ^'pr- $\^:yyi , 

y^yy y|£y content pro^to^ 1 w 

' : '&:y3^V& 

: y ■ v . :^pi3il-; W N^ork AJM utiuwlM^^ : y^^f*'- 

.-■ ensues that ex^^ requests for im^orination do^n place an imacccptablc load oa }"y : ;-V^ ■■s.^"' 
. .. opei^onal ner\voric elements. , V' ." • . < y< y ; v •'• y 
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[00132] The PUM system platform also creates a daiahaj* of TVanaa^qn Detail Recotds 
''■*v^ [00133] i ; The^ 

■ ; ; " ; v to denial systems* Bxte£iml systems access the API ttrougli the steps of: (i) sending a f> 
: V ; vHiVy : ; -ijpn^y eaajpted logii ireque^ (u) providing an w^nzed^ bgin- iD^and ji?vraid : : 



r \ beginning ^ cqimnunicatibn^r 



H ;V ;^ I00i34] P Table 6 shows faowlhc^ °C i; 

^ - : " J ^ 1, ? c * c yi . Eternal ;": ^0 - : v r(^ : ^C;A 



Table 



■' ; ;'"'.V-<t 



SERVIGE ; , 




PROTOCOL- 


Instant ^ Messagmg '• 


IM Server to server cbmirauiiicatiom 
Injess^es* pj^ej^ - : y ; t 
administration : - v -/; SV- ; Y^Y 


IMPP : : - ^; v .;^;; i; ; r .v. : 


Inter^amer ^ ft V 
iriessagii^ 


SMS bety^.ffiflfe^ netwoifef^ 






N6n4M requests for presence ij^ormatioh 






Requests^ locate 


IMPP with extensions 


Ca^aign liimiager 






Pnvacy| i • tt/ Yv * . 

■ System 'ci-\.-A '■<> <■"''■■ ' 


. y^ -¥^©;SKC ; 





known profecoIs,l^w 
p^fenredduoto^ 

in&nriatibn; and the decoupling of preseoce in&ri^on from tlic jricss^o body my 
case, tho PMM system has a flexible, template-dri^n interface to external ^M ^ers, fl Ild , 
is readily adaptable to changes in thb protocol V /> 
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[00136] The IMPP interface allow external services to subscribe to both presence and 
location information. An approved external sends a subscribe request to the Network APL 
If the subscribe request is approved, the PUM system sends areply and agrees to notify 
the external service each time the device's presence or location changes. ThePJJM 
system continues to notify the user of changes until the subscription has expired. If no 
eviration time is provided, the ^ ; 

* eipiraliou linn* of "zero" is provided, no subscription is created, and only a single reply is 
returned Thisprovidw 

[P0137j : / The PI^ system all^^ V 
subscribers on other wireless networks that support SMS. Messages originating in a 
network serviced by a PLIM system platform are directed from the SMSC to the PUM : - 
sysjtem.vl^ its destination network us^ (if : ,. 

direct access to the destination SMSC is possible) or o&crvvisc using SMTP; . r ; 

•fO0138J l^uh^lc levck of security shield fte Network API Tlie requirement of s ; 
subscriber permission represents one level of security. The privacy database will not 

\ .y satisfied : i '•/-. .. : ^\-V'. ; :< . .- '. ; ' ~- ;v \ Y^-?<-yr- \. . ' '\0 ^ / 

fWD?I;5@D^ & second 1^ stored in an 1 

f : . database; wjhicii proxies internal security ^d encryption: For exa^leVpracic^s ; ; \fy.r> 

W <^ 

■:V;' fifr^ p&j^ r \ 

[(K)14pl f A ,&d' level of securify is prbvid^ ^user autien login IDs ' and 

passwords, { A fourth level of security is provided by date encryption via a secure socket 
layer. A Mh.level of security is network securi^ diat can be mn^lerncnted via isolated, 
subnets. ,■■ •'■ V ■ v . .-y.. ■-;-*:■,■*■-; -V" P-'-' ■ ■ 

[00341] As a sixth layer of security, a firewall protects against: denial of service attacks : 
such as Ping of Death, SYN flooding, Land attack, and IP Spoofing Periodic fhWall 1 
software updates ensure ongoing protection. A seventh level of security is physical 
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security , which is ensured by locating thePUM system hardware in a wcll-protcctcd 
trusted facility. : • V/.~; 

[00142] ThB^tV^a^ 

and external service provisioning for merchants who desire access to the PUM system ' ; N , 
arc^ghfteNe^rkA^ .: *; ■ ; ■■. v '•"'/'-'*'• 

[00143] Ate the POM system is dq>loyed in a wireless carriers network, currents ' 
subscribers may register for tjbi service. /The allows the subscriber to V 

activate wuielc^s insist mc^gpg 7 ^ weil as establish permissions for the i^eass of - im - 
personal information to merchants and other external services. The initial registration : ; . \ 
process rc^iro s]^ the system is granted ' - ; 

■ : ■' through -'a stoa^djo^i j^oe'ess.^ -^^j/^ ■ _ V^-,- v% . \ ' : '" ' •>/•';;; : 

[00144] 1 iRfij^^ ■£ 
proyis^i^isUlu^ 

WAPinter^ PUM system ^ 
' : thrcu^a hy^^ operator's Web page 40lV The xryperhWl^athe so^ntier ; 

to the fefll e^d she provides > 
bbfci&enii^^ 

;'; ' ■ V - '■ p?v^ ^^:^^¥§fflk 

';;■[/. / . inifcr^ 

i .- L Message $M|aMi^ 

; ^f%iNH ; I:.-'; pfa$^^^ of ; &AV^ess device wUl^fe 
V; ^ -1^'ei^ii'fih^ privacy ctotrols^ ■ ■ -y* t^fe^tr'/ -f ^ U ? T' 

1® ^|C; r ^v; ; {Q0145] J ' '"; ■! 5^fermgt^ F?g;5»' a ^fercaw*' selection proc^fc* effi^tirig siASra^^^ 
£ ^ 'y£&r\ ;■ ■ pro^ou^^ ihesii^T^W rpcw^'Hc^jn^ 

■■M ;• v login to the Privacy^ ^l;5Q^'-wi^^wili riow have Ml access to "f. 

v:y/ vv : thesysteih. Here she may opt-ih to wifeless instant messaging and mobile conferee ; : Y. 
':*..*"•: ; \-%*'*y / services, as well as establish her personal interests and cotnmu^ 

[00146] RefemngtoI'lg/6, anu^ r 
: 'rt-">v ' is illustrated. At any time after a subscril)er has register^ . 
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Management System €01 through the Web or WAP interlace to update her permiRirions . : 

and preferences 602. ■ - „ ^"''^-s' '■*■^■:4■■.' r .'.'':*; ■ ' 
V V |(M)147J The essential task of nierchm - ' ; ; / 

with accbimts IDs r passw^^ 1 
k;/^ key). ; ; ; '^W^ v " ■ ' 'r''-': : - : ^'^P'l 

) ' ; v {00148] Accdrdingto an exemplary em^ V 
S^l system utiliaestvra prim^ 

•^'l,;'- ' *•. processors. : . ' . v • 7" j * ; ^ ; . ^ \ ^ ^ ^. ;^ • ^f£ r ±W;': \ • ... . v : 
i'Y^.;! P [00149J ; Stack'proccsso^ ;/ 



life 



. <btate£s and extern^ entities, j^ci ciemt^ and scmces^;M f Ji-^V^'- j^ i,v 

stack proewg^^ 



carrier: , 



; me^ages ftom-cert^ maybe-; -^^'v^^'^i^^^;^ 

••' •• v {00150] £&;st^ ttoj^ovkks .a«^^v|^V^Ji| v f»| 



mode is tjused & not benefit from • //S^;- 7;VV-'" 

running on a distributisd network* In this mode, t% r owpics of &e process run on separate : }- : -J r: '''' : \'£\ 'V 
machines. . One acts as either the ?ina^'qr^ lor a ^vctt;to ; 
process dies or : Ae ihadiJiie fails, all transactions m:e antomaticalJy routed to the remainiiig ^ : ; ; 
• process.... ';'" v \ • . .<•'.'• ..; ,' • • ' 

a ■■' -35- ' ' ■ ■.. 
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mm 



[00151] The database processors operate on a shared disk model in which all processors 
share all the data in the database* There is logically and physically only one database. 
This architecture allows for adding cisubstitiitmg processor 

increase system performance without having to reconfigure the database. The architecture 
: / also enables flexible load balancing. Since oil nodes have access to all the data, incoming . - 
T connections and tasks can be evenly spread across all nodes! 

[00152] . The PL3M system is advantageously implemented using the Oracle Parallel 
.... Server technology, bundled with Sun's Solaris clu^errog capabilities, to provide wireless 
. carriers with a widely deplo^ and proven sohuloiL 6 

class database platform that offers true parallel server capability, aa essential component^ 
C. of uYe PUM shared disk model. Oracle Parallel Server : greatly enhances the scalability l,, V 



...... : ■ 

7 scalability and amiability wiib sm^e system management capabilities. Clustered systems '\ 
v J ■ . for database appli 

??Jv^fben^^ Y 1 ^y^V-'.;Y.;o;^ 

^|MQW.53J ; .C, fc&^fifit is tftejwp^ Users ^ 

distribute across a cluster of servers and utilize aM CPU and -Su^ 

cluster memory re^urces tb proce^§ ^pUcatipn task^v If orje &q4$ JlsefS ^C^ftU Still v - 
■ :kt^s^e;da^ in the cluster^ 1^ \ Y^:M 



mm 

i : .*«*Vi 



S^&i ■ 1^154]' ; f ; Another bendit is mpnvemcai in system performance due to cluster sc^abiK^r' > 
; -Oracle Parallel Server in OracieSi sets anew standard for scaling applications wth chister ■'• 

• /. : , increasing a^ttcatictrt^ Oche Fuaon uses modem ^ S -; 



latency mterooime^ r . . 

[0015S| ; : ,A Jwther benefit is a reduction m maimge^^ provided by single system j 
manageability. Smgte 

once-aiid-replicate^verywhere and enable management of clusters as a single " 
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consolidated into single mazmgera^ operations and automatic^ 
; : ^ v4 : : -The PIJM scavcr 704 is connected (at least yirtoi^ if noting cuj^jd^ " : v ; ; 

[0O16ir ^ - ■ 

provid^andi^^ 



i 
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gateway. These customers art enjoying unprecedented levels of growth and opportunity. 
; - r M^ommer^ 

"< r ; . are being delivered in wireless networks worldwide, , ^ , ... •• > 

/wlMitfiJ"; For mHwmmerce, messaging, and other Internet semce providers, the PLIM ; ; 

.. < ? - ; short messaging with return receipt, as well as an electronic Campaign Manager, The ; 

, ■ ^ C. ^ subscribers only when certain conditions pertaining to presence, lpcatibh,"anfl profile have : ; , ' 

'r>, satisfied : V '<;y • : y-; ; ; •■ ; * "V- *; ; f-rV '"*•'.:/..' v f 

i^^:^ ■ ; V • 

h; = ^ ^ Wireless earners wodd^ide '•: 

v r : /i 'a^jhruggifog with Jtatemet content and m^ommarcifqrc \ 
•vV': ; v v^do not wish to see their airtime rates declte reap the rcwar^ of : : - v . 

f >^ ^ wiftmajor . i^ v /7 

- ^ ^ i^5^S$inttern^ wnipariies; to- cre^e^^SvaJJ^ gar^etis^* of content for their customers. But m- ; l;^;/^:^} ,'/;.-.*- 
V / a rtte tot 4oe$ not scalo m& bi-liteM ■';.)''•'-' \;j 

# V*./ v ; r*. 'i : : ^:<iebate by recogmzm^^ owers of ih^ " •. - '"!!ri 

v / seivices^ weil as traditional retailers, The PLM ^way carriers thec^portuiiiry ! V;' • 

tog^eratcreye^^ ; . 

piece of information many times. ; ^ • 

[00165] For wireless carriers, the PLIM gateway is a cosi-fiee methodof generating hew 
revenue. The PLIM gateway is an electronic "consignment shop" where wireless carriers 

■ | - • -38- 
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can sell infbimation about their subscriber*. ThePTJM gateway is a jron-e^cliL^iye 
service, allowing carriers to continue to build bi-lateral relationships at will. As a 
sweetener, the gieway provides participating carriers with a Web-enabled software : 
application that allows individual subscribers to set permissions and preferences related to 
thei^ hi effect, the PUM gateway acts a spam 

filter for subscribers, ensuring that their information is provided in strict accordance with 
their stated permissions and preferences. • ^v'; 

[00166] \, ; Mobile commerce according to the present invention xnay be practiced without 
_ inciu^irig the access to subscribers: However the * 



'-Si.-, 

; (OpljS^l^i ^cfcrdaig to Figs. 9 and 10l a system for n^orkc^ 
s rneaswdn^ 

: Asprw<^ ofnetwork . 

;}y ; ; r^ For example^ the knowledge of presence ; ; ' v 

^* ■ :M (My j 

S. : : This resits in more efficient network r^urce utilization allowing a network operator to 

: % ^ni^mmerce campaign which strategically targets the most receptive users r^uires ' " 
V; iKgni^cinii^ thai a p^ly ca^m^^chji^c^ £ 

>/';inc^ge5%al • - : ^' y - ' 

> net^ork^vi^ measuring the netwoik performance first and then making 
modificaii Ofig in order to ^optimise performance. This "more ^aeti^ apprchach | 
to netwotk optirrdaa^on involving performance meastnicmcnt follow by optimization is ^ / 
alr^y perfoirmed by many netwo± operators by using drive test teams. This tM^^$;C 

> sending teams of skilled (and expensive) technicians and ehgioeers to drive ttou^outthe;;. 
network coverage area with special equipment vvhich iises the network i^ouiroCs (for . 
example* by making test calls) While logging location and performance information, hus 
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collected data is post-processed and used to modify the network in order to optimize ^ 
performance. . : ;\' * 

; . \ : ; ; ^npunt of dste, For example, if fee drive test is performed on one day and ton a — v 

> ^ - ; ; :. component of the network flails a week later, the resulting degradation in network : v . • v ; 
: . • ; perfi?na^ msy not detected for a long time. This will result in poorer network • ; ♦ 

/ ^ ^ 1, : 

: : - >r W should be taken by devices that arc rej^arly usin^ J;;; 

- ^^ : \ C ^7^X W ^ — ^ie.^^wbrlc during standard network operation. - ' ; -w--' 

a system for ne^ork optimization an$ performance^ n^uretncBt''- < /^J . 

?26,and 928, res^c%el£;^ : ; _ ' 

^:"/^^ 

■ /^^^ devices ^r^rtt^^^ 

p ^^^^-^i ; y^ tejtf tools-in^ ; . •,; : y- & . 

^[ % : : mo^toredfor^ TOeloc^oh^;^ ' 

'V:; . inform^ in a variety of ways such as those disclosed mAIS.r ? ; : : j- ; ; ■ / b.- 

provisionals^ 

; v; and 908 can be modified with special embedded firmware that reports die location and ; 

: performance information. As another alternative, wireless devices such as Jav^hmdsets 
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can be used with a. special application running in the background that reports location and 
performance mformatioa f \ 4 

[00172] ' In contrast to the system of Fig. 9 that shows wireless devices feat automatically 
report location and performance information, Fig. 10 shows a system for network 
optimization in which tihe user manually reports location and performance information. 
The system includes a wireless network 912 and several wireless users such as a wireless 
handset user 914, wireless PDA user 91 6, and a wireless intelligent device user 918, just to} 
name a few examples. Each ofmewir&ess user^ 
. location and arid 938, ^respectively/ tte wteless users 

914, 916, and 918 are simply customers mat use me network during re^ar operation, v 
.y The wireless network operator can set up a system to alfcw the user to irnmediarely report . 
. ; problems such as dropped cails/biockcd calls, or r>60T signal quality. This system may be 
v; ;'re"fered to as the <&stbmer Report Card (CRC) sfoceit Mows thc^ustt to pd^out 0 ^ ^ 
: network problems m real time and report them to the network operator. The advantage of 
: manual reporting, ramcr thm automatic reporting, is that the amount bf r^orted d^a is 
; . greatly roduccd arid is only reported when there is a true network problem* ' - ; v : ;;,:"-/. J ; * 1 ; 

[00173] ^IThereaie a variety of ways to in^lemenf me^RC systems The/c^m^r can ~ > 

£?Janswe^ 

■ ^^;op^tor f ^rwe> %^:or 'SMS rWsed system 

pr^leni These ap just a^^^ qftota^ uWaiC. • , 

J [(ibl741 V^^toough, Fij^. 9 and 10 show a system that pari sear^^ 

■ \ -^ePLCMl s^tem that was previously o^scirtied, itiscdeafcto ofbrcUnaiy sjcill in the ^ 
h - ^m that the ^tive network opu^ 

y , PUM system and can be iinplernented Mependently; ; }t ; ] ;;■:*'., ''y';^ 

[00175| The present invention has been described in terxns of prefeire i 
however, it will be appreciated that various modifications arid improvemerits may be made 
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WHAT IS CLAIMED IS: 

■V \. / 

y of a wireless network, the computing platform comprising: - 
: ^ 1 ; / a presence module maintaining data concerning network presence of flic wrttess 

•••V> ::-:V a location proxy modu^^^ 
'V , the wireless subscribers; ; " ; fy'- . . •. 

. . ' v v v^V & 

. ; : ;'|v. ; ;' : " : tlic wireiess subscribers utilizing the data concerning network presence; and ~± y- ; ' 
I'.': .J } lj} ■ 

i> tnmsinissiori to one or more of the wireless subscribers selected based on at least one of , 
l'yfi\0vi d^concerriing pi^icalloc^ 

% T > . ■/ the wireless subscribers are provided with instant message service and mobile, commerce : 
'• '- • i service^ ~ 



^V^^.A containing records of jciata 1 permission Settings co^respoiiding- to % , j: ^ 

be. j^^de^!conu33arcial m^age^^'^ 




tostant messaging subscribers. 



]y. y\ ' ' ■ --'■^ > ¥^* : &$^°& jj^eWay fto (&ttectin&^ -arid location ■; V.-.;' ; ' r 

' ; 1 • f > : " \ : infori^^on 7 cc^cerriirig wireless subscribers of plural wireless nenvbrks, and for . ; % <. f 



a 

subscribers; 
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a location proxy module mdntaiTvrpg location d?ita concerning physical location of 
the wireless subscribers; v 

. an instant messaging module connected to provide instant messaging service for 
the wireless subscribers utilizing the data concerning network presence; and _ 
: a campaign manager module connected to provide commercial message .; 
transmission to one or more, of the wireless subscribers selected based on at least one of 
me data concerning network presence aiid the data concealing physical location, wherein 
the wireless subscribers are provided with instant message service and mobile commerce ; 
service. '''' -V ' ' " 7 . '~ ; • > V'^'C •' 

; : . ; 4 5, tte network r V 

"f_: ' /a ppyacy database containing records of data tkarmission settings comsponding to 



traii^iuission based fuiiher on ihe dahi permission settings of me privacy database; 

: V: ; V6. The network gatway of claim 4, wherein the presence modulo additionally ; 
rnaintarns data concerning network presence of non^svirele^ instant messaging : ; X r 

!'>;y^^^ cqricerning a mobile subscribWrfom . " ; : ; 

position -'C^^^R ; 

'■ )i ;f ; recrivmg current ne^vork preisaice mformiiti^ cpne^ning the mobile^siAairiber 

; >4 mato and pennisskming information concerning the mobile f ; ; ^ : . ; 

subscriber in a privacy database; and ' : ■ ''V'^/v^ . V.y;.^J; V ' { ; /\ 

. transmitdng to me subscriber personalized commercial content based on the profile 'f, 
and pennissioning information concerning the mobile subscriber; and atjeast one of the t 
subscriber's current location mformation and the subscriber's current presence •-. 
reformation- ^ •' - : \ •• -.' ' ' -'.-'i; 
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